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Introduction

This document is a working paper underlying:

Clarke R. (2006)  'The Effectiveness of Privacy Policy Statements'  Xamax Consultancy Pty Ltd, January 2006, at

http://www.anu.edu.au/people/Roger.Clarke/EC/PPSE0601.html

Contents

This document comprises five sections:

•
Sears, Roebuck & Co.;

•
Adultshop.com;

•
National Geographic;

•
Amazon;

•
Autoteile-Meile.

Tha evaluation of the Google PPS is documented at:

http://www.anu.edu.au/people/Roger.Clarke/DV/PST-Google.html

Sears, Roebuck & Co.

Data Collection

Misleadingly uses the term 'voluntary provision' for data-items whose provision is a condition of the purchase being made.

So-called 'demographic information' is collected "in order to provide you with goods and services designed to meet your needs".

Data gathered from the individual can be combined with other data, viz. "purchase preference information" and "mailing lists from third parties", to "customize your experience on our website and to provide you with the most relevant products and services".  It is unclear whether any aspect of that involves choice.

The purposes stated are vague, and it would seem that this is constructively so, e.g. "when you enter a sweepstakes or one of our promotions (information such as name, address and telephone number)", it is unclear what purposes that data can be put to.

Cookies are set, are claimed not to "contain any personally identifying information", yet "allow us to recognise you when your return to our site and to provide you with a customized experience ...".  This is a mis-use, or abuse, of the concept of identification.

Collection of data from third parties is without consent (e.g. mailing-list companies, credit bureaux).

Data Security

Vague assertions of security only.

No statement about jurisdiction of storage.

No statement about transmission security.

Silent about staff training, access audit trails, reminders, sanctions, audit, investigation and imposition of sanctions.
Data Use

Silent about relevance.

No undertaking to limit use to those data-items necessary in the circumstances.

Silent about quality.

Promotional emailings are stated to be opt-in, i.e. consent-based.

Data Disclosure

Disclosure declared to other companies in "Sears family of businesses", which includes 'affiliates', and "other selected businesses", for promotional purposes.  There is no choice.  They are stated to have agreed to adhere to our strict standards for ... protecting Sears' customer information;  but enforcement arrangements are entirely unclear.

Service providers must agree to safeguard your information in strict compliance with our policy;  but enforcement arrangements are entirely unclear.

On sale of a business, "we may share customer information related to that business".

The inter-linkage with Doubleclick is acknowledged, but "Sears.com does not share any personally identifiable information about you to Doubleclick".  This appears somewhat ambiguous.

Provision of data to third parties is without consent (e.g. credit bureaux).

No undertaking to communicate in the event of legally compelled disclosure.

No undertaking to limit disclosure to those data-items necessary in the circumstances.

Data Retention and Destruction

No statement about destruction on expiry of purpose.

No statement about deletion of data, even from the customer's account data, and complete lack of clarity as to whether the data is ever deleted.
Access by You to Your Personal Data

Incomplete and unclear:  "You can review and maintain your account information at anytime".  But it is not clear what personal data is held that is not 'your account information', and no statement is made about access to that data.

No statement is made about deletion of personal data of any kind.

Information about Data Handling Practices

Generally silent.
Handling of Enquiries, General Concerns and Complaints

Entirely silent.
Enforcement

Entirely silent.
Acessibility of These Privacy Undertakings  –  ADDED

The PPS was unprintable by Mac Mozilla 1.7.8 (current version).

Changes to These Privacy Undertakings

No notification is given, even to people registered and with known email-addresses.

Notice is given on the web-site, and changes take effect immediately.

No consultation is entered into.

No access appears to be provided to previous versions of the PPS, nor of differences between them.
Adultshop.com

"Our business success depends on our discretion and our understanding of the importance of your privacy.  If you have suggestions for enhancing our privacy policy, please contact me directly  ...  Malcolm Day, Managing Director".

Data Collection

"We gather your name, email-address, credit card details ansd physical address [mailing address?], which are used to fulfil your order.  We keep name and address details in a secure area of our system to make ordering easier the next time you visit.  No credit card details are retained".  The statement is not made, but there appears to be no authentication of name (not even between addressee and name on credit-card), and address may be a delivery-point such as a Post Office Box.  The data is therefore pseudonymous if the customer wants it to be.

"We use cookies (a small piece of text placed on your hard drive) so that you may browse our shop and purchase goods.  Our cookie contains only a unique number and is valid for a 30 day period whilst you complete your shopping.  This enables you to leave products in your shopping cart for up to 30 days before they are removed".

"Please note that other sites with links to adultshop.com (eg. sites we advertise with) may use cookies and may collect additional information about you. We are not responsible for the information policies of these sites and users may wish to acquaint themselves with the privacy policies of those other sites."

Silent about collection of data from other parties.
Data Security

Silent about storage, transmission and access controls.
Silent about jurisdiction of storage.

Silent about staff training, access audit trails, reminders, sanctions, audit, investigation and imposition of sanctions.
Data Use

"Any information we collect from you is used only to fulfil your order and enhance your shopping experience".

No undertaking to limit use to those data-items necessary in the circumstances.

Silent about relevance.

Silent about quality.

Data Disclosure

"We do not sell, trade or rent user information to anyone".

" ... we fill your order, your details never leave Adultshop.com.  [But] Your name and address will be supplied to our transportation company so that your order can be delivered".

"We may contact you and pass on your details to third-parties if we believe you have violated the terms and conditions associated with using AdultShop.com, or, we believe you to be involved in activities harmful to AdultShop.com or other users of AdultShop.com".

Silent on accesses with legal authority.

No undertaking to communicate in the event of legally compelled disclosure.

No undertaking to limit disclosure to those data-items necessary in the circumstances.

No responsibility taken for data passed to other organisations.

Silent on acquisition, merger and sale of business.
Data Retention and Destruction

No statement about destruction on expiry of purpose, or on request.
Access by You to Your Personal Data

Silent.

Information about Data Handling Practices

Generally covered elsewhere, but no mention of response to requests.

Handling of Enquiries, General Concerns and Complaints

Silent.  But Managing Director's and Customer Service email-addresses provided.

Enforcement

Silent.

Changes to These Privacy Undertakings

Silent.

No access appears to be provided to previous versions of the PPS, nor of differences between them.
National Geographic

No choice:  "If you do not agree to this Privacy Policy, please do not use this Web site".
Data Collection

"we may ask you to provide personal information, for example, to process an order, provide a subscription, or participate in a contest".  This is a misleadingly incomplete statement of purpose, because it is disclosed later that this data is subject to additional uses, and disclosures, on a non-consensual basis. 

" ... if you order a product from us, we ask for your name, postal address, e-mail address, telephone number and your credit card number".

"We keep track of your interactions with our sites and our services to offer a more personalized experience".

" ... we may combine personally identifiable information that you have provided to us with other information that is publicly available or that we receive from other reputable sources".  

"We may combine [Other Information Collected Through Technology, e.g. your IP-address] with personally identifiable information that you have provided to us and/or with other information that is publicly available or that we receive from other reputable sources".

"Persistent cookies allow our online store and other parts of our Web site to recognize your browser when you return after your first visit to that part of our Web site. [If you] remove persistent cookies through your browser options ..., your ability to use some areas of our site will be limited, such as our shopping cart feature or online games".

" ... our Web site uses a variety of technical methods for tracking purposes, including clear gifs (also known as Web beacons.  ...  These technical methods may involve the transmission of information directly to us or to a service provider authorized by us to collect information on our behalf.  We also use these technical methods in HTML e-mails that we send our visitors who have agreed to receive e-mail from us, to determine whether our visitors have opened those e-mails and/or clicked on links in those e-mails. The information from use of these technical methods may be combined with information that is personally identifiable so that we can make our Web site, and any e-mails you have agreed to receive".

Data Security

"We use data encryption technology to help protect against loss, misuse or alteration of your credit card information. Secure Socket Layers (SSLs) encrypt the credit card information sent between your computer and our database".

Silent about storage safeguards.

Silent about 'need to know' access control.

No statement about jurisdiction of storage.

Silent about staff training, access audit trails, reminders, sanctions, audit, investigation and imposition of sanctions.
Data Use

"We use the information we collect to provide the services you request. Our services may include the display of personalized content and advertising".

"You may direct us not to send you promotional materials from National Geographic, our affiliates, and our licensees" (i.e. opt-out, not opt-in/consensual).

A very long and apparently comprehensive list of uses is declared (approaching 500 words in length).

"We use your personally identifiable information to provide you with promotional information about activities, services and products offered by ... third parties [but] we strive to select trustworthy, reputable companies".

"when you purchase or request products or services from National Geographic or our licensees, promotional materials may accompany delivery of that product or service" (i.e. unsolicited mail contents are non-consenual, and opt-out is not available). 

Silent about relevance.

No undertaking to limit use to those data-items necessary in the circumstances.

Silent about quality.
Data Disclosure

"We may share information about you with selected other organizations for offers of their products and services ...  You may direct us not to share your information with selected other organizations for offers of their products and services"  (i.e. opt-out, not opt-in/consensual;  and non-electronic, i.e. phone or mail, "it may take several weeks for your request to become effective", and the offer is possibly not universal).

"We do not share your e-mail address with other organizations for offers of their products and services unless you allow us to do so" and "we will not share your e-mail address with third parties for promotional purposes unless you consent to such sharing".

The inter-linkage with Doubleclick is acknowledged, but "your name, address or other personally identifiable information" is not disclosed to them.

A very long and apparently comprehensive list of disclosures is declared (almost 1,000 words in length).

"We provide our [service providers] only with the information they need to perform their services, and they are permitted to use the information only for that specific purpose or as required by law, unless any additional use or sharing of the information is separately permitted under another provision of this Privacy Policy".

"We may share your personally identifiable information with third parties that offer products and/or services under or in association with brand names of National Geographic" (tour operators, a bank, a greeting-card provider).  Some limited controls appear to be exercised over those companies' use of the data.

"When you participate in Co-Branded Activities, you will either be required or asked to agree that the sponsor or partner may use your personally identifiable information in accordance with the sponsor or partner's privacy practice" (but there's presumably no Choice involved, i.e. it's a condition of the service).

... subsidiary and affiliated entities ...

"Other Third Parties for promotional purposes ... opt-out" (non-consensual!)

No undertaking to communicate in the event of legally compelled disclosure.

No undertaking to limit disclosure to those data-items necessary in the circumstances.

"National Geographic may also transfer user or customer information, including personally identifiable information, in connection with a corporate transaction, such as a divestiture, merger, consolidation, or asset sale".

Data Retention and Destruction

Completely silent on the matter.
Access by You to Your Personal Data

Completely silent on the matter.
Information about Data Handling Practices

Substantial disclosure is provided;  but no means exists for making requests for further, more specific information.

Handling of Enquiries, General Concerns and Complaints

Silent.  And to the extent any inferences can be drawn, there is no complaints system!

No email-address or even web-form is provided in the PPS, just a mailing address, and on the summary a phone-number.

The Contacts Page provides no Complaints contact-point.  Ominously, it also says "Miscellaneous:  Not sure where to send your question? We’ll pass it to the proper department. Please keep in mind that the high volume of mail does not allow us to send everyone a personal answer".
Enforcement

Silent.
Changes to These Privacy Undertakings

" We may amend this Privacy Policy at any time. If we make any material changes in the way we collect, use, and/or share your personally identifiable information, we will notify you by sending you an e-mail at the last e-mail address that you provided us and/or by prominently posting notice of the changes on the Web sites covered by this Privacy Policy. In any event, changes to this Privacy Policy may affect our use of personally identifiable information that you provided us prior to our notification to you of the changes".

No access appears to be provided to previous versions of the PPS, nor of differences between them.
Amazon

"Amazon.com does not sell products for purchase by children. We sell children's products for purchase by adults".  Astonishingly, the FTC accepted this as an effective unilateral declaration by Amazon of it being free of obligations under the COPPA.

Data Collection

Incomplete declaration, but substantial:  The 'examples' provided are over 800 words long.  Aspects of concern include email-addresses of Amazon Friends and other people, financial information is said to include SSN and driver's licence number (enough to commit identity fraud, maybe even theft), CLI is used to gather the phone-number from which customers make calls, search term and search result data is stored in identified form, credit history from credit bureaux.

An association with DoubleClick is acknowledged, but the statement is vague.

A vast array of 'co-branded and joint offerings' is listed, but no indication is given as to what the data-handling practices are.  They include Lands' End, which is now wholly-owned by Sears.

"We also compare our customer list to lists received from other companies"

"  ...  cookies allow you to take full advantage of some of Amazon.com's coolest features, and we recommend that you leave them turned on".  But at least some of the cookies are persistent.

" ... you will not be able to use such important features as 1-Click ordering and New for You if you do not use cookies".

Attention is drawn to the existence of tools that enable anonymous use of the Web, with a warning given that "we will not be able to provide you with a personalized experience at Amazon.com if we cannot recognize you".

Data Security

"We use ... SSL".

"We reveal only the last five digits of your credit card numbers ...".

A warning is given about the insecurity of PCs, and what to do about it.

Silent about storage safeguards.

Silent about 'need to know' access control.

Silent about jurisdictions of storage.

Silent about staff training, access audit trails, reminders, sanctions, audit, investigation and imposition of sanctions.
Data Use

Incomplete declaration:  "We use the information that you provide for such purposes as responding to your requests, customizing future shopping for you, improving our stores, and communicating with you".

No undertaking to limit use to those data-items necessary in the circumstances.

Silent about relevance.

Silent about quality.
Data Disclosure

The statement is made that "we are not in the business of selling it to others";  but it is seriously misleading, because a vast amount of trading in it is performed.

"Third-Party Service Providers ... have access to personal information needed to perform their functions, but may not use it for other purposes", but the nature of the control is unclear (and probably illusory).

"We do not provide any personally identifiable customer information to ... advertisers or third-party websites".

A vast array of 'co-branded and joint offerings' is listed, but no indication is given as to what the data-handling practices are. They include Lands' End, which is now wholly-owned by Sears.

Re Business Transfers, "we might sell or buy stores, subsidiaries, or business units. In such transactions, customer information generally is one of the transferred business assets but remains subject to the promises made in any pre-existing Privacy Notice (unless, of course, the customer consents otherwise)".

"Also, in the unlikely event that Amazon.com, Inc., or substantially all of its assets are acquired, customer information will of course be one of the transferred assets", but nothing is said about the survival of the undertakings, so they may be null and void.
"Other than as set out above, you will receive notice when information about you might go to third parties, and you will have an opportunity to choose not to share the information".  But the rest of the PPS is so permissive that the assurance probably has no meaning.

No undertaking to communicate in the event of legally compelled disclosure.

No undertaking to limit disclosure to those data-items necessary in the circumstances.

No responsibility taken for data passed to other organisations.

Data Retention and Destruction

No statement about destruction on expiry of purpose.

No statement about destruction on request.
Access by You to Your Personal Data

"Examples of information you can access easily at Amazon.com" are provided. 

"Amazon.com gives you access to a broad range of information about your account and your interactions with Amazon.com for the limited purpose of viewing and, in certain cases, updating that information".

It is unclear what personal data a user cannot access.

Generally, amendment and deletion appear not to be supported.

Information about Data Handling Practices

Generally silent.
Handling of Enquiries, General Concerns and Complaints

"any dispute over privacy is subject to this Notice and our Conditions of Use, including ... application of the law of the state of Washington. If you have any concern about privacy at Amazon.com, please contact us with a thorough description, and we will try to resolve it".

A web-form is provided as the sole contact-point.  This precludes retention in the sender's email-archive.  No assurances are provided about the text and date and time of the message being provided back to the sending email-address, nor any assurances about acknowledgement or processing.
Enforcement

" ... any dispute over privacy is subject to this Notice and our Conditions of Use, including limitations on damages, arbitration of disputes, and application of the law of the state of Washington. If you have any concern about privacy at Amazon.com, please contact us with a thorough description, and we will try to resolve it".

Changes to These Privacy Undertakings

Silent about consultation.

"Our business changes constantly, and our Privacy Notice and the Conditions of Use will change also. We may e-mail periodic reminders of our notices and conditions, unless you have instructed us not to, but you should check our Web site frequently to see recent changes".

"Unless stated otherwise, our current Privacy Notice applies to all information that we have about you and your account.  We stand behind the promises we make, however, and will never materially change our policies and practices to make them less protective of customer information collected in the past without the consent of affected customers".  That statement was violated by at least one material change in 2000, in a manner that seriously impacted on user privacy (but presumably Amazon avoided saying anything like that in the pre-2000 version of the PPS).

No access appears to be provided to previous versions of the PPS, nor of differences between them.

Autoteile-Meile

The document is to a considerable extent a German translation of the current Amazon PPS.  (The extent of copying is such that it would appear, in the absence of a licence, to be a clear breach of Amazon's copyright.  No relationship with Amazon appears to be declared anywhere on the web-site).

Modifications are made to suit the context of the German company, and of German law.  I have not undertaken an audit of the extent to which the provisions comply with that law.

The fact that the document is not driven by the German data protection law is a significant weakness, because it reflects Amazon's business model (and lack of regulatory controls), rather than the regulatory framework that Autoteile-Meile is subject to.  On the other hand, Autoteile-Meile's PPS cannot detract from or alter the law, and hence any legal protections that are specified in law but are not mentioned still apply.  

Data Collection

Purposes of internal use are declared.

Categories of data this is collected are declared.  Not only are the classifications modelled on those used by Amazon, but the text is largely a German translation directly from the English used in the Amazon PPS.
"Wir behalten uns das Recht vor, bei Dritten (z. B. Versandhändlern, Kreditauskunfteien) Auskünfte über Ihr Zahlungsverhalten einzuholen".

(The adoption of the privacy-unfriendly text of an American company is feasible because EU-compliant laws do not require any justification of purposes of collection, merely statement of them).

Data Security

The text is largely a German translation directly from the English used in the Amazon PPS.

A non-SSL connection is supported, but recommended against.

The process for extracting payment by credit-card is varied from Amazon's description.

"Wir unterhalten physische, elektronische und verfahrenstechnische Sicherheitsmaßnahmen im Zusammenhang mit der Erhebung, dem Speichern und der Offenlegung von persönlichen Informationen unserer Kunden. Diese Sicherheitsmaßnahmen beinhalten, dass wir Sie gelegentlich darum bitten, einen Nachweis über Ihre Identität zu erbringen, bevor wir Ihnen persönliche Informationen offen legen".   This makes good a serious gap in Amazon's PPS.  It is a requirement of the German data protection law.

Silent about 'need to know' access control.

Silent about jurisdictions of storage.

Silent about staff training, access audit trails, reminders, sanctions, audit, investigation and imposition of sanctions.
Data Use

Silent.    I would have expected that this would not be compliant with the German law, but I haven't examined the question.

No undertaking to limit use to those data-items necessary in the circumstances.

Silent about relevance.

Silent about quality.
Data Disclosure

Not only are the classifications modelled on those used by Amazon, but the text is largely a German translation directly from the English used in the Amazon PPS. 

The Amazon statement that "we are not in the business of selling it to others" is omitted, but is not replaced by anything.

The declaration in relation to 'Verbundene Unternehmen' (cf. Affiliated Busineses) is varied by adding:  "Diese Unternehmen unterliegen entweder dieser Datenschutzerklärung oder befolgen Richtlinien, die mindestens ebenso viel Schutz bieten wie diese Datenschutzerklärung".  That's a simple statement that the company's affiliated businesses are in EU countries, or in countries such as Switzerland that have equivalent laws.

The same variation is added to the section on 'Dienstleister' (cf. Third-Party Service Providers').
The section on Übertragung von Geschäftsanteilen (cf. Business Transfers) appears to be a direct translation of the Amazon text.  I would have expected that this would not be compliant with the German law, but I haven't examined the question.  (The text is repeated, for no apparent reason;  but the fact that the proof-reading was poor suggests that the company does not take the PPS terribly seriously).

A similar variation about the legal obligations of third parties is added to the section on 'Schutz von Delticom und Dritten' (cf. Protection of Amazon.com and Others').
"Für Fälle, in denen personenbezogene Daten (und Nutzerdaten) über den vertraglichen Zweck hinaus erhoben werden, müssen Sie als Nutzer in diese Verwendung aktiv zustimmen. Diese Einwilligung kann jederzeit mit Wirkung für die Zukunft widerrufen werden".  But there are so many exceptions allowed within the PPS, that this assurance is largely empty.  

"Immer bei der Weitergabe persönlicher Informationen an Dritte in dem oben beschriebenen Umfang, Informationen in Länder außerhalb des Europäischen Wirtschaftsraums (EWR), stellen wir sicher, dass die Informationen in Übereinstimmung mit dieser Datenschutzerklärung und den deutschen Datenschutzgesetzen erfolgt".  That is text not found in the Amazon PPS, and reflects the Trans-Border Data Flows elements of EU-compliant laws.

No undertaking to communicate in the event of legally compelled disclosure.

No undertaking to limit disclosure to those data-items necessary in the circumstances.

No responsibility taken for data passed to other organisations.

Data Retention and Destruction

No statement about destruction on expiry of purpose.

No statement about destruction on request.
Access by You to Your Personal Data

"Beispiele für Informationen, zu denen Sie bei Delticom ganz leichten Zugang haben: Dazu gehören Informationen über frühere Bestellungen, persönliche Daten (einschließlich Name, E-Mail-Adresse, Passwort), Delticom-Newsletter, Benachrichtigung über Sonderangebote, einschließlich Ihrer Bestellhistorie und Ihrer verfassten Verbraucherberichten auf z.B. www.reifentest.com oder www.reifendirekt.de". Examples are inadequate, because it leaves unclear what personal data may not be accessible. 

Silent re amendment and deletion.  This would appear to me to be inadequate in comparison with German data protection law.
Information about Data Handling Practices

Generally silent.  I would have expected that this would not be compliant with the German law, but I haven't examined the question. 

Handling of Enquiries, General Concerns and Complaints

"Wenn Sie Fragen zum Datenschutz bei Delticom haben, schreiben Sie uns bitte -- möglichst genau -- an datenschutz@delti.com, und wir werden versuchen, Ihre Bedenken aus dem Weg zu räumen".

Enforcement

Silent.  This might not be compliant with the German law, but I haven't examined the question. 

Changes to These Privacy Undertakings

The text is largely a German translation directly from the English used in the Amazon PPS.

Silent about consultation.

No access appears to be provided to previous versions of the PPS, nor of differences between them.
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